5.3.1.1 Journey map
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enter bank Payment Payment full
details Consent with Consent object SUcCessTUTly
Customer with Customer established
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5.3.1.2 Wireframe journey

THIRD PARTY DOMAIN

Select payment method

Pay automatically by bank
account

Paying with your bank account is
completely safe and secure with Common
Payment-Related API Standards

Credit/Debit Card >
Direct Debit >

. Payee name: MERCHANT

XXXXXUOXOXK-
xx

Account Number:

Payment reference:  MERCHANT

®) Select your account at YOUR
AP| PROVIDER

@ Add your bank details

‘ Select [YOUR API PROVIDER]

‘ Account Number

THIRD PARTY MAIN

Establish consent

Please confirm and provide your approval
for the following parameters of the
Enduring Payment Consent to be
established with [YOUR API PROVIDER].
You will be consenting to allow
[THIRD PARTY] to initiate payments
on your behalf that fall within the
below limits:

Start date: 23 March 2021

Maximum amount (per $50
transaction):

. Up to once per
Frequency of payment:

~

Additional fields

When you are ready, select ‘Proceed’
and you will be re-directed to [YOUR API
PROVIDER] to authenticate and confirm
your consent
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API PROVIDER DOMAIN

Confirm your consent

Please review and confirm the below
proposed consent details for payments to
be made against.

By confirming these details you are providing
your consent to [THIRD PARTY] to initiate
payments on your account as displayed
below.

Payment information:

Bank name: YOURAPI PROVIDER
Account number: XXXHHXXXX KKK KKK
Maximum amount:

(per transaction)

First payment date: 23032021
Frequency: Monthly

Payee information:

Payee name: MERCHANT
Account Number: HHHKHXHXOX KKK
Payment reference: ~ MERCHANTLTD

You are able to revoke consent at any time
at either [YOUR API PROVIDER] or with
[THIRD PARTY]

& 0

THIRD PARTY DOMAIN

Thank You

You have established a payment consent
with the below details.

We will now initiate the first payment for
$50 on 23 March 2021 and continue once a
month until the consent is revoked and / or
you are no longer a [THIRD PARTY]
customer.

Payment information:

Bank name: YOURAPI PROVIDER
Maximum amount:
$50
(per transaction)
Account number: XCHOOKHOOHKHK

First payment date: 230322021

Frequency: Monthly
Total amount $50
(per transaction)

Payee information:

Payee name: MERCHANT
Account Number: XXHHHKXXXXRRXX KKK
Payment reference:  MERCHANTLTD

REMEMBER: You can revoke consent at
any time via [YOUR API PROVIDER] or
with us directly.




5.3.1.3 Wireframe annotations

5.3.1.3.1 Select payment method and bank details

Establish APT Provider Endurin
Select Payment parameters of confirms Pa men%
Method and Enduring I Enduring y
Authentication Consent
enter bank Payment Payment successfull
details Consent with Consent object establisheé/
Customer with Customer
Third Party Third Party AP Z\rgglder AR I;\rsr\)/lder Third Party

Customer payment Account Selection
The Third Party must provide the Customer at least one of the following options:

ways specified in the API Centre API Specifications.

Select their Account Identification details (this assumes they have been saved
previously).

Select their API Provider in order to select their Customers payment Account from
there later on in the journey.

to match the account identifier to the underlying Customer payment account.

Enter their Payer payment Account Identification details. The Third Party must allow
Customers to enter their payment Account Identification details in at least one of the

Note 1: In some of the above cases, the Third Party may also need the Customer to provide
their API Provider name so that the Third Party can check whether an API Provider will be able

API Centre Customer Experience Guidelines

/0 Account Number:

THIRD PARTY DOMAIN

Select payment method

Credit/Debit Card >
Direct Debit >

Pay automatically with your
bank account

Paying with your bank account is
completely safe and secure with Common
Payment-Related API Standards

Payee name: MERCHANT

XX=XXXX-XXX XXX X~

Payment reference:  MerchantLtd.

Select your account at YOUR
AP| PROVIDER

@ Add your bank details

‘ Select [YOUR APl PROVIDER] ‘

‘AccountNumber ‘

O




5.3.1.3.2 Establish parameters of Enduring Payment Consent with Customer

Establish APT Provider

Select Payment parameters of confirms ﬁndrli]r”:]%

Method and Enduring Authentication Enduring Caoynsgnt

enter bank Payment Payment full
details Consent with Consent object successiully
Customer with Customer established

() ()
A

. ; THIRD PARTY DOMAIN

Third Part Third Part
d d ApP APP
The Third Party should provide messaging to inform the Customer that in completing Establish consent
this process, they will be consenting to allow a Third Party to act on their account to Please confirm and provide your approval

for the following parameters of the
Enduring Payment Consent to be
established with [YOUR APl PROVIDER].
You will be consenting to allow
Merchant Ltd to initiate payments
on your behalf that are within the
below parameters:

The Third Party should request the Customer consent to the enduring paymentin a Start date: 23 March 2021
clear and specific manner. The Third Party should clearly display and communicate the /o Maximum amount (per _
50

parameters of the proposed consent in plain English and in language that the

initiate payments that fall within the agreed consent parameters.
Example wording: “You will be consenting to allow Merchant Ltd to initiate payments on
your behalf that fall within the below parameters:”

transaction):

Customer is familiar with. Frequency of payment
The Third Party must display the following mandatory elements of the Enduring mon
Consent Object to the Customer as part of the establish consent step: Additional fields N

e FromDateTime - which defines when the enduring consent will be valid from (‘Start

date' in exam ple) When you are ready, select ‘Proceed’

and you will be re-directed to [YOUR API

¢ MaximumAmount - which specifies the maximum individual payment amount that PROVIDER] to authenticate and confirm
is authorised using the Enduring Payment Consent (‘Maximum Amount’ in example) your consent
e Frequency & Frequency/Period - these fields define the amount of payments that m

can be initiated within a given period as defined from the defined start date.
All optional elements of the enduring consent object can be implemented by a Third
Party to meet their Customer use cases and should be displayed to the Customer in
this screen and clearly articulated before proceeding to authentication.

The Third Party should provide messaging to inform the Customer that they will be
taken to their API Provider to complete the payment.

Example wording: "You will be securely transferred to YOUR APl PROVIDER to authenticate
and confirm your consent”.
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5.3.1.3.3 Authentication

Select Payment
Method and
enter bank
details

Enduring

Payment

Consent
successfully
established

Third Party

Establish API Provider
parameters of confirms
Enduring I Enduring
Payment Authentication Payment
Consent with Consent object
Customer with Customer
Third Party API Provider APl Provider
App App

Third Party

Generic Third Party to API Provider redirection screen and message.

An API Provider should apply SCA including dynamic linking.
The API Provider authentication should have no more than the number of steps that the
Customer would experience when directly accessing the API Provider channel.

An API Provider could also display a message to prompt Customers to authenticate to
continue with their payment instruction.
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5.3.1.3.4 API Provider confirms Enduring Payment Consent object with Customer

Establish APT Provider Enduri
Select Payment parameters of confirms Pg xﬁrér;%
Method and Enduring Authentication Enduring Coynsent
enter bank Payment Payment full
details Consent with Consent object successiully
Customer with Customer established

()
-/

()
-/

()
-/

‘ O_> API PROVIDER DOMAIN

API Provider API Provider

Third Part
y App App

Third Party Third Party

Confirm your consent

Please review and confirm the below
proposed consent details for payments to
be made against.

The API Provider should inform the Customer that following this step, the Third Party will
be able to initiate payments on the specified account within the agreed parameters.

By confirming these details you are providing
your consent for Merchant Ltd tp initiate
° payments on your account as displayed
The API Provider must display as minimum the Mandatory elements of the enduring below.
consent object to ensure the Customer is explicitly aware of these details (unless an SCA Payment information:
exemption is being applied). These details must be displayed as part of the authentication
journey on at least one of the following screens without introducing additional
confirmation screens.
API Provider confirms Enduring Payment Consent object with Customer
(recommended)
API Provider to Third Party redirection Screen | Frequency:
The API Provider must display all other optional parameters passed from the Third Party /o
as part of the Enduring Payment Consent object along with the payee details and payment Payee information:
reference entered with the Third Party.
If an enduring-payment-consent parameter is not specified, the AP| Provider should not
enforce a specific limit for the use of the enduring-payment-consent. E.g., if no
TotalAmount is specified, there is no specific restriction on the total of all successful

Bank name:
Account number:

Maximum amount:
(per transaction)

First payment date:  23/03/2021

'YOURAPI PROVIDER

XX-XXXX-XXX KKK XXX

$50

Monthly

Payee name: MERCHANT
Account Number: XK-XXXXXKX XXX XXX

Payment reference:  MerchantLTD.

InstructedAmount(s) that may be initiated during the lifetime of the enduring-payment- e R AP PROVIDER] or e ime
consent. Merchant Ltd

Note: The MaximumAmount field is a mandatory parameter of the enduring-payment-consent
and as such must be populated when submitted for authentication by a Third Party

The API Provider should ensure the Customer is aware that they are able to control
authorised enduring payment content(s) at any time directly with their APl Provider or
with Merchant Ltd.
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5.3.1.3.5 Enduring Payment Consent successfully established

Establish API Provider Endurin
Select Payment parameters of confirms Pa men% THIRD PARTY DOMAIN
Method and Enduring Enduring y

enter bank Payment Authentication Payment succggsssefztlly Thank You
details Consent with ansent ObJECt established You have established a payment consent
Customer with Customer with the below detais.
We will now initiate the first payment for
$50 on 23 March 2021 and continue once a
month until the consent is revoked and / or
you are no longer a Merchant Ltd
customer.
Payment information:
. : API Provider API Provider .
Third Party Third Party Third Party Bank name: YOURAPI PROVIDER
App App Maximum amount:

N 50
(per transaction) i

The Third Party should re-confirm with the Customer, in plain English the parameters of /Q Account number: - soomrooeeosr
the consent that has been established and the expected activity to be carried out on the First payment date: 2363202
Customer account. Total amount

This should include the detail of the enduring consent object, including both payer and (per transaction) 350

payee account details as well as the agreed and consented variable parameters.

Frequency: Monthly

Payee information:

Payee name: MERCHANT
Account Number: XK-XKX XXX XKXXX-XX
The Third Party should ensure the Customer is aware that they are able to control Payment reference:  MerchantLTD.
authorised enduring payment consent(s) at any time, directly with their API Provider or
; H REMEMBER: You can revoke consent at
with the Third Party' \Q any time via [YOUR API PROVIDER] or

with us directly.

API Centre Customer Experience Guidelines
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